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Many of us spend more time each day in front of our monitors than we do with
family members. It thus may come as a surprise to you that this efficient machine, quietly
doing your bidding every working day, never complaining about the hour or day, has the
potentid of betraying you, your friends, and your co-workers. Indeed, your faithful
machine can destroy the company you work for.

How s0?

Because most computer users tend to keep everything they have ever created on
their hard drives. Unlike paper clutter, which at some point demands to be archived or
thrown away, hard drives with gigabytes of space smply fill up invisbly. Thusthe
modern world is awash in trillions of magneticaly stored bytes of what often is so much
usdless eectronic junk. The "junk™, however, could someday become important evidence
in alawsuit involving you or your employer.

Also, most computer users forget the equipment they're using at work is not theirs
and can be accessed by others; therefore whatever resides on their hard disksis not
privete, though they may think otherwise.

Think about it: what if | could just take your computer from you right now and
copy and print out whatever | wanted, or post it for the world to see on the Internet? How
would you like thet?

| know | wouldn' likeit. And yet that very thing occurs daily, and recently to
none other than the Grand Wizard of computer software, Bill Gates. In the anti-trust
lawsuit currently underway againgt Microsoft brought by the U.S. Justice Department, a
number of Bill's e-mails are being used againgt him as evidence of dleged illegd activity.
And though these e-mails were imbedded in what must have been billions of bytes on his
hard disk and within Microsoft's network, they were easily found with text-search
software that lawyers use as bloodhounds to sniff out Mr. Gates evidence.

Lawyers world-wide are coming to the awareness that pre-trid discovery tools
can be used to obtain dectronic information.

E-mail: the Mother Lode



Not only are electronic data easly searched and catd oged, each and every file
kept on computers is slamped with a date and time. E-mail and programs generating
faxes from computers keep logs of dates of transmission and receipt. It istherefore a
ample, routine task to match computer activity chronologicaly to significant detesin a
lawsuit: who knew what, where and when. Cases are often made or broken with such
evidence.

Electronic evidence may often by the only evidence alitigator will find in support
of hisor her case. It has been estimated that fully athird of al documents kept in the
ordinary course of busnessin the U.S. exig only in dectronic form -- there never was a
need for a hard copy of the document. Thisis particularly true of e-mail, where software
has made it extremely easy to reply to a sender with a sentence or two, then press akey to
have the response sent back, not only to the sender, but potentialy to awhole "broadcast”
list of recipients.

An Audraian lawvyer has written that by now over 90% of Austraian businesses
use e-mal (David Gillepie, "E-Mall - The Clayton's Ddetion,” published by LawNet
online at http:/Aww.lawnet.com.au). In the context of litigation, getting that information
from one computer to another for analysis, without disrupting or corrupting the origind
source of the electronic data, cdls for some legd sophidtication and understanding of
computers. Lawyers and judges need to be educated that transfer of eectronic datain a
secure manner, with due congderation for the protection of the confidentidity of that
information, can be asmple (athough sometimes expensgive) task. The cost comesin
doing the job professondly, with sufficient equipment and personnel. As consultants
become more and more expert in dealing with eectronic data, new opportunities arise:

"The busness world is desperate for consulting help. Running leaner than
ever, most organizations lack the technical, strategic and project management
skills to handle the benumbing rate of technologica and market change.
Happy to oblige, the consulting indudtry is splitting a its seeamsto
accommodate the demand. Big consulting firms are inhaing new employees,
gulping up smdler firms and merging with peers. Smal firms, or ‘boutiques;’
are sprouting up everywhere." (Jennifer Bresnahan, "The Latest in Suits -
CONSULTING TRENDS - Enterprise, Enterprise Magazine October 15,
1998, www.cio.com/archive/enterprise/101598_trends.html)

Stll, Audrdians are just now gearing up for mining eectronic datain wayslong
extant in America "In the United States, specidist firms practice eectronic deuthing
with the principal a@m being to find that ‘'smoking gun' in old E-Mail. It won’t belong
before the trend developsin Audrdia” (Gillespie, ibid.)

With respect to e-mail and other eectronic data, regardless of the issues and
interests at sake, the following points should be kept in mind:

1. "Ddeted" files are sddom that.



More often than not, when you "delete" afile you do not destroy its contents on the
sorage medium. Computers maintain a FAT or "file dlocation table’ whichislikea
table of contents, where each "live" fileis kept intact and kept from being overwritten by
newly generated files. When you "ddete’ afile only its name isremoved from the FAT,
but otherwise for a period of time -- which can be along time-- part or dl of thefiles
content remains recongtructable. That iswhy there isa DOS command called
UNDELETE which can restore afileif it has been only recently deleted. And even if
over time the bytes of information that once were part of a'live" file are overwritten,
other portions of it may be strewn about your hard disk at various locations, capable of
totd or partid recongruction. Finding and "unddleting” deleted files can provide arich
source of information, particularly if the files were deleted at about the time a party was
sued and it tried to hide or destroy sengtive information.

There is oftware available to completely expunge not only afiles nameinthe FAT
but all of its associated eectronic data aswell. Thistool can help reduce the retention of
files, but if -- asiscommon -- thefile existsin other locations, such as on archives,
backups or on other computers, the toal is of little value.

2. E-mail palicies, if in place and enforced, can reduce the size of the "gold mine."

It isan dmost impossible task to control the flow and proliferation of e-mail. Sill, an
employer can and should implement and post prominently a policy that prohibits private
use of email, and to remind employeesthat dl e-mails are like postcards, available for
al to read, including the employer. From time to time, employee e-mail should be
monitored for compliance. Old e-mail should be routindy deleted and expunged.

Programs, such as MM Esweeper by Content Technologies, Inc.
(info@mimesweeper.com), can routingly scan dl employee e-mail for offendve or illegd
e-mail content.

While such policies and tools may seem obtrusive, there is a growing body of case
law in the U.S. and e sewhere that can come to haunt employersif they do anything to
create -- or acquiesce in -- the impression that an employee has aright of privacy to hisor
her e-mail or other eectronic files

That notwithstanding, however, laws vary from country to country concerning
individud privacy rights to computer data, and they need to be reviewed before e-mall
policies can be put into effect. Germany and the U.K. have been particularly senstive to
privacy rightsin the context of computer deta.

3. Passwords and encryption.
Passwords usudly apply only to the user's entry into a computer. Once the computer

is up and running, the files created are not ordinarily password-protected. A court can
order a person to open up his or her compuiter, just asit could order a garage or



warehouse unlocked. Further, in many ingtances it is not that difficult to bypass
passwords through software that can "hack™ a system.

Encryption software and hardware exist to make files less easily accessble, but again
auser can be compelled by court order to decrypt files so that they can be read and used
in pre-tria discovery.

Thus, businesses should know that security measures to keep out eectronic
trespassers do not afford any shidd in the context of litigation.

A good resource for hdping businesses to limit ther liability exposureis Michad R.
Overly's E-policy - How to Develop Computer, E-Mail, and Internet Guidelines to
Protect Your Company and Its Assets published by the American Management
Association, 1601 Broadway, New York, NY 10019, 1999, ISBN 0-8144-7996-0,
WwWw.amanet.org.

Meanwhile, kegp in mind that whatever you tell the hairdresser, the publican -- or
your computer -- can come back to haunt you!

The topic of Auditing Electronic Evidence is explored in further detall in the February
issue of the IT Chapter newdetter. Members wishing to obtain a copy of the newdetter
can do so by contacting IT_Chapter@icaa.org.au or on 1800 to subscribe
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